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‘Motivation : ECDSAI

e The computationally most expensive operation in the Elliptic
Curve Digital Signature Algorithm (ECDSA) is scalar

multiplication.

e Traditionally, the basic technique for scalar multiplication is
the double-and-add method.

e A new method for scalar multiplication was independently
discovered by Knudsen and Schroeppel in 1999. The idea is to
replace all point doublings in the double-and-add method with

a faster operation called point halving.
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‘Elliptic Curves over Binary Fields'

e A binary field Fom is a finite field of characteristic 2.

e An elliptic curve E over Fom is defined by an equation of the

form
y? + oy = 2° +ax® + b (1)
where a,b € Fom, and b # 0.

e The set F(IFom ) consists of all points (z,y) € Fom X Fom which
satisfy equation (1), together with a special point O called the
point at infinity.
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‘Group Law on Elliptic Curves'

E(Fom ) forms an (additive) abelian group with the following group
law (O serves as the identity element):

1. P+O=0+ P =P forall Pe E(Fam).

2. Let P=(z,y) € E(Fam). Denote —P = (z,z +y) € E(Fam).
Define P+ (—P) = O.

3. Let P = (xl,yl),Pg — (xg,yg) © E(FQm) with Py # —Ps.
Define P; = Py + P, = (x3,y3) where

$3=>\2+>\+331+332+a, ys = (x1 + x3)\ + 23 + y1,

_ T Y2
xr1 + To

A

ifpl#PQ, and)\:asl—kﬂifPl:Pg.
X1
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‘Scalar Multiplication in ECDSAI

e NIST has recommended 5 random elliptic curves over binary

fields for U.S. Federal Government use.

e In ECDSA, we have to choose a point G € E(Fam ) of prime
order n as a domain parameter. We call this fixed point the

base point or the generator.

e Scalar multiplication in ECDSA is an operation that computes
kP where 0 < k <mn and P € (G).
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‘Point Doubling vs Point Halving'

e Point doubling: given P = (x,y), compute 2P = (u,v).
Let A = x + y/x. Calculate:

uw= A+ \+a,

v =%+ ul\+1).

e Point halving: given 2P = (u,v), compute P = (x,y).
Solve:

M4+ d=u+ta for A,
2 =v4+u+1) for x.

Compute: y = Az + 2% (since A =z +y/x).




‘ Trace I

Let ¢ € Fom. Define Tr(c) —ct+ R+ 4.+

2m—1

Tr(c) € {0,1} for all ¢ € Fom.
PROOF. Tr(c) + (Tr(c))? = 0.

The trace is a linear function: Tr(c + d) = Tr(c) + Tr(d).

All NIST-recommended random elliptic curves over binary
fields have Tr(a) = 1.

Let P = (z,y) € (G). Then Tr(x) = Tr(a).
PROOF. Tr(z) = Tr(A\°> + A +a) = il‘r()\ + )‘2),+ Tr(a).
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1. Solve

Point Halving for Tr(a) = 1 case

X2+X=u+a
for X, obtainingX:)\ or A=A+ 1.

2. Consider

7 =v+u(X—1—1).
o Tr(z?) = Tr(z) = Tr(a) = 1.
o Tr(v+u((A+1)4+1)) =Tr(v+uA+1)) + Tr(u).

N——
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e Hence Tr(v + u(X + 1)) identifies .

\3. Find x = /v + u(A + 1), and then y = Az + z?. /
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‘Point Halving: Algorithm and Cost'

INPUT: 2P = (u,v).
OutpuT: P = (z,9).

Steps

Cost (B-163)

4.
D.

. Solve A\ + X\ = u + a for .
. Find T=v+uA+1).
I Te(T) =1then A=\, o =T

else)\:XJrl,x:\/T—iru.

Find y = \z + 2°.
Return (x,y).

POINT HALVING: ~ 3 mult

~ 2/3 field mult

~ 1 field mult

Trace ~ free

sqrt ~ 1/2 field mult
~ 1 field mult

POINT DOUBLING: 2 mult + 1 inv (affine), 4 mult (projective)

~
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‘ Double-and-add Method I

INPUT: k = (kt,... ,k1,ko)2, P € E(Fam).
OuTpPUT: kP.

1. Q —O.

2. For 7 from 0 to ¢t do
o If £, =1 then Q «— @) + P.
o P+ 2P.

3. Return Q).

N
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/ ‘ Halve-and-add Method ' \

INPUT: k = (kt,... ,k1,ko)2, P € E(Fam).
OuTpPUT: kP.

1. Solve
k=k2'+ - -+ kit+ko=ki /2" +-- -+ k1/2+ Kk, (mod n)
for k}; i.e., compute
2'k mod n = k{2" + K2 4+ -+ K.
2. Q «— O.

3. For ¢ from 0 to ¢t do
o If £/ =1 then Q «— Q + P.
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‘Timings (in us) for B-163 on 500MHz Celeron'

Field operations
multiplication
inversion
I/M
solve QE
sqrt

2.31
16.92
7.32
1.55
0.82

Curve operations
point doubling (affine)
point doubling (projective)
point halving

28.49
6.42
3.14

Scalar multiplication
double-and-add (projective)
halve-and-add

1954
1662
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‘Conclusion and Remarks.

Point halving requires storage for at least 34 field elements.

Both Knudsen and Schroeppel have got patents pending on
point halving.

Point halving will become much more attractive if /M <5.
However, our implementation shows that I /M > 7. On the
contrary, Schroeppel has claimed I /M ~ 3.

Even if I/M > 5, point halving is still attractive if we use
w-NAF methods.
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